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Data Breaches & Identity Fraud Losses are Rising in the United States 

Increases in digital economic activity and data storage are acting as catalysts for proliferating data breaches and 

identity fraud financial losses. Research highlights that the United States suffered 3,322 known data 

compromises in 2025, which is the highest number ever recorded and part of a 79% increase in breaches over 

the past five years.3 These incidents exposed the personal data of 278.8 million individuals in 2025 alone 

highlighting the massive scale at which personal information is being compromised.4 These trends are closely 

tied to the widespread storage of sensitive PII in centralized databases used for identity verification and 

regulatory compliance. When these systems are compromised, attackers can obtain millions of identity records 

at once and use them to commit downstream fraud and identity theft. 

The financial consequences of identity-based cybercrime are also accelerating. Federal Trade Commission data 

reveals that Americans lost a record $12.5 billion to fraud in 2024, with over 1.1 million identity theft cases 

reported, highlighting identity fraud as a driving force behind rising U.S. fraud losses (see the chart below that 

Executive Summary 
The rapid digitization of financial products and services is driving the aggregation of sensitive personally 

identifying information (PII) into large centralized databases that cybercriminals increasingly target, fueling a 

surge in identity theft and underscoring the need for cryptographic decentralized identity solutions to better 

protect American businesses, consumers, and financial stakeholders. Cryptographic decentralized identity 

solutions use advanced cryptographic techniques and mathematical algorithms/proofs (e.g., zero-knowledge 

proofs) to verify identity attributes without revealing underlying personal data, while decentralized 

infrastructure such as distributed ledger technologies (e.g., blockchains) provide secure credential verification 

without relying on centralized databases to enhance privacy, security, and data minimization.  

 

The development and implementation of cryptographic decentralized identity solutions in the financial 

services space is critical considering the financial sector is currently the most breached industry and 

identity fraud and scams cost Americans over $47 billion this past year alone. However, despite the 

continued digitization of financial services the sector remains heavily reliant on legacy “Know Your Customer” 

(KYC) identity verification systems that store vast amounts of sensitive PII in centralized databases. These 

systems create attractive “data honeypots” for global cybercriminals who are seeking to exploit stolen 

credentials for identity theft and financial fraud. Without modernization, the financial industry will continue to 

face rising breach incidents, escalating compliance costs, mounting consumer privacy risks, and significant 

identity theft losses.  

 

As the financial system becomes increasingly digital, policymakers must prioritize the advancement of 

cryptographic decentralized identity solutions to maintain trust, enhance security, and combat rising 

cybercrime. Achieving this objective will require coordinated policy action, including designating  

cryptographic decentralized identity as a national priority and directing relevant federal agencies to develop 

clear technical standards and regulatory frameworks to foster responsible innovation. Policymakers should 

further accelerate adoption by supporting pilot programs and establishing safe harbor protections that 

encourage financial institutions and technology providers to test, develop, and deploy cryptographic 

decentralized identity solutions at scale. 



shows a 257% increase in American fraud losses over the past five years).5 These statistics underscore how 

stolen personal information continues to fuel the financial fraud and cybercrime that is harming the American 

public and businesses.  

 

The growing frequency and scale of data breaches and identity fraud/theft showcases the need for more secure 

and privacy-preserving identity verification systems. Cryptographic decentralized identity solutions offer a 

promising approach because it allows individuals to verify identity attributes without requiring organizations to 

store large volumes of sensitive personal data, thereby reducing breach risks and limiting opportunities for 

identity-based cybercrime. 

The Digitization of Financial Services, Outdated Identity Systems, & Centralized Data 
Honeypots Are Making Cryptographic Decentralized Identity Solutions Critical 

The financial industry’s digital transformation combined with growing consumer reliance on digital financial 

services/products are expanding the financial sector’s cyber threat surface area and creating large PII data 

honeypots, making the industry an increasingly attractive target for cybercriminals that reinforces the need for 

cryptographic decentralized identity solutions. Digital financial services are almost ubiquitous at financial 

entities throughout the United States with nearly 85% of American adults using mobile banking services, while 

approximately 90% use some form of financial technology to conduct economic activity. 6 7 Today, a majority 

of Americans access financial services through digital channels and platforms making them the dominant 

interfaces for managing accounts and conducting transactions. COVID-19 acted as a catalyst to this trend as 

72% of financial institutions accelerated digital transformation during this period and more people began using 

digital financial technology, internet connectivity, and mobile services for business, shopping, entertainment, 

and personal purposes.8 9 While this digital transformation has improved efficiency and accessibility, it has 

also increased digital storage requirements and the financial sector’s cyber-attack threat surface area. 

Despite this shift toward digital financial services, most institutions still rely on outdated legacy identity 

verification systems built around traditional “Know Your Customer” (KYC) compliance processes that are high 

value targets for cybercriminals seeking PII data for identity fraud schemes. As financial activity increasingly 

moves online, institutions must verify customer identities remotely, which requires collecting and storing large 

amounts of PII such as Social Security numbers, dates of birth, government identification records (e.g., drivers 

licenses and passports), and financial account data.  The collection of this data into centralized databases is a 

central reason why the financial sector became the most breached industry in the United States with 739 known 

breaches this past year.10   



The financial industries reliance on centralized identity databases that function as large data honeypots is 

fueling identity fraud cybercrimes and rising data breach costs, underscoring the urgent need for a new 

decentralized approach to protecting sensitive information. On average, financial industry breaches expose 

approximately 32,000 identity records that are then either sold or reused by cybercriminals to commit identity 

fraud.11 Furthermore, the average cost of a data breach in the United States is currently nearly $10 million (see 

chart below), which results in increased costs for both American financial businesses and consumers.12  These 

trends highlight the structural weaknesses of legacy identity systems and showcases the need for more secure 

identity verification models. Cryptographic decentralized identity solutions can address this challenge by 

enabling individuals to verify identity attributes through advanced cryptography without requiring institutions to 

store large volumes of sensitive personal data in centralized databases. 

 

Large Scale Data Breaches, Identity Theft Losses, & Compliance Costs Will Continue to 
Increase if Cryptographic Decentralized Identity Solutions & Frameworks are Not Adopted 

If the financial sector does not modernize its approach to digital identity verification and adopt a more 

decentralized solution, large-scale data breaches, identity theft, and cybercrime losses will likely continue to 

grow in both frequency and scale. Financial institutions store vast quantities of sensitive PII to comply with 

identity verification and regulatory KYC requirements that will ensure they remain high-value targets for 

cybercriminals who rely on this information to conduct identity fraud. As a result, the industry faces persistent 

security threats, with research indicating that approximately half of financial institutions experienced a data 

breach within the past two years, while the financial services industry accounted for nearly a quarter of all 

global cyber breaches, reflecting the significant value of financial and identity data stored by financial 

institutions and fintech platforms.13 14   

Absent a shift towards more secure identity verification frameworks that prioritize data minimization and 

decentralization, compliance risks and costs will almost certainly grow exponentially. Traditional compliance 

systems will continue to require institutions to collect and store large volumes of sensitive personal data in 

centralized databases to meet growing anti-money laundering, KYC, and fraud prevention program 

requirements, which will expand their cyber attack threat surface area and increase their data management, 

identity verification, and cybersecurity costs. This is a major reason why financial institutions now spend more 

than $200 billion annually on both financial crime compliance and cybersecurity (over $400 billion total).15 16 



Cryptographic decentralized identity solutions offer a promising opportunity because they eliminate centralized 

honeypots, enable data minimization, simplify audit and reporting processes, and use automation to decrease 

manual labor costs all of which significantly reduces compliance costs, lowers data breach/identity fraud risks, 

and improves privacy protections. By using verifiable credentials (e.g., zero-knowledge proofs), individuals can 

prove identity attributes without revealing their underlying personal data, enabling strong data minimization and 

selective disclosure to considerably improve privacy protections.  

Decentralized identity systems also mitigate the risks associated with centralized data honeypots by enabling 

cryptographic identity verification rather than manual document checks, allowing organizations to automate 

verification processes, reduce identity fraud risks, and lower operational and compliance costs. Studies show 

that organizations adopting decentralized identity frameworks can reduce identity-related fraud incidents by as 

much as 40–60%, while concurrently drastically decreasing identity management infrastructure costs via 

automation and reusable credentials.17 The various benefits these solutions provide makes incentivizing their 

development and adoption necessary to better protecting the financial sector and Americans. 

Policymakers Should Declare Decentralized Digital Identity a National Priority, Establish 
Standards/Frameworks, Authorize Pilots, & Provide Incentives & Safe Harbor Protections  

As financial services continue to digitize leading to rising data breaches and identify fraud losses for American 

businesses and consumers it is vital for policymakers to prioritize the creation of policies that will ensure the 

development, implementation, and adoption of cryptographic decentralized identity solutions that can improve 

privacy, mitigate cybercrime/fraud, lower compliance costs and enable a stronger regulatory regime. To create a 

more efficient and effective identity verification system in the financial industry policymakers should take the 

following steps:  

Declare Cryptographic Decentralized Identity Development a National Priority – Congress, the 

White House, and federal financial regulators should formally designate cryptographic decentralized 

digital identity solutions as a national cybersecurity and financial system priority. Congress can elevate 

decentralized identity as a priority by directing federal agencies to study and support the development 

and adoption of verifiable credentials, decentralized identifiers, and privacy-preserving cryptographic 

identity verification technologies. Legislative action should also authorize research funding, commission 

studies, and require financial regulators to evaluate how cryptographic decentralized identity solutions 

such as Zyphe can strengthen fraud prevention and modernize outdated KYC processes. 

 

The White House can reinforce this priority by incorporating decentralized identity technologies into 

broader national cybersecurity and digital infrastructure strategies, including initiatives aimed at 

strengthening digital trust and reducing cybercrime. Through executive orders and interagency 

coordination, the Administration can direct federal agencies to prioritize privacy-preserving identity 

systems that reduce reliance on centralized identity databases.  

 

The Treasury Department should play a key role in coordinating domestic and international financial 

regulators via research initiatives to evaluate how decentralized identity credentials could enhance 

financial crime prevention while improving data security. Treasury recently highlighted the importance 

of digital identity solutions in their report to Congress on countering digital asset illicit finance, but 

policymakers should seek to incorporate decentralized solutions across the entire financial ecosystem. 18

 

Establish Clear Standards, Frameworks, & Interoperability Requirements– Policymakers should 

direct federal agencies such as the National Institute of Standards and Technology (NIST), Treasury 

Department, Federal Financial Institutions Examinations Council (FFIEC), and others to establish clear 

technical standards, governance frameworks, and financial sector interoperability requirements for 

cryptographic decentralized identity systems. Without clear standards, frameworks, and requirements 

https://www.zyphe.com/about-us


financial stakeholders will lack the legal and regulatory clarity they require to adopt these solutions. 

Technical standards are critical for ensuring that digital identity credentials can be trusted across 

institutions and jurisdictions, while interoperability requirements are essential for ensuring acceptance 

across different platforms and eliminating fragmentation issues.  

 

Furthermore, it is important to build strong governance frameworks that build trust, transparency, and 

accountability and provide both government and industry stakeholders with the legal certainty and 

confidence they require for cryptographic identity solutions to be adopted. Policymakers should also 

make sure that they are engaging with key industry stakeholders and aligning requirements with other 

digital identity development efforts such as NIST’s Digital Identity Guidelines. 19 

 

Authorize & Create Cryptographic Decentralized Digital Identity Pilots & Sandboxes  – In order to 

evaluate the effectiveness of cryptographic decentralized identity credentials for KYC compliance, fraud 

prevention, and secure digital authentication federal policymakers and financial regulators should create 

sandboxes and pilots where new solutions can be tested and approved. It is vital that any pilot or 

sandbox provide a clear pathway for new solutions to graduate so they can be widely adopted. These 

pilot programs and sandboxes would allow regulators and industry stakeholders to assess security 

benefits, interoperability challenges, and compliance impacts before broader implementation. 

 

Provide Adoption Incentives & Safe Harbor Protections– With financial institutions facing 

burdensome compliance responsibilities that are making them prime targets for cybercriminals, 

policymakers should seek to provide targeted incentives that encourage financial institutions to 

adopt privacy-preserving cryptographic decentralized identity solutions. Policymakers could provide 

incentives by allowing institutions that implement approved cryptographic decentralized identity 

systems to benefit from streamlined identity verification procedures or reduced duplicative compliance 

requirements when identity attributes are verified through trusted cryptographic credentials. These 

incentives would encourage institutions to modernize identity infrastructure while maintaining strong 

regulatory safeguards against financial crime. 

Policymakers should also create incentives that reward data minimization and improved cybersecurity 

practices. Regulatory frameworks should recognize cryptographic decentralized identity systems as 

compliant methods of verifying identity while reducing the need for institutions to collect and store large 

volumes of PII.  

Finally, it is imperative that policymakers establish safe harbor protections for financial institutions that 

implement cryptographic decentralized identity frameworks consistent with federal standards. Such 

protections could limit liability or reduce regulatory penalties for cyber incidents involving identity data, 

provided the institution adopted approved privacy-preserving identity systems. By aligning incentives 

with modern identity technologies, policymakers can encourage financial institutions to decrease 

centralized data storage, strengthen cybersecurity protections, and lower long-term compliance costs. 

The financial sector is becoming more digital, which means data breaches and identify fraud will continue to 

grow exponentially unless the financial industry moves away from its reliance on centralized databases and 

outdated legacy compliance structures and starts adopting innovative cryptographic decentralized identity 

solutions. By embracing the policy solutions above policymakers will provide the financial industry with the 

support and clarity it requires to transition to cryptographic decentralized identity solutions that have the ability 

to drastically increase privacy, reduce data breaches, mitigate cybercrime and identity fraud, cut compliance 

costs, and improve the effectiveness of financial compliance programs for the benefit of the American public 

and financial businesses. 
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